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DETAILED ACTION 
Claim Rejections - 35 USC §103 

HjlllThe following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

bviousness rejections set forth in this Office action: 

||| 

N f, r f (a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
* section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
' ' such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
« having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 



Claims 1-10 are rejected under 35 U.S.C. 103(a) as being unpatentable over Reiners et 
2004/0148259) in view of Shaw(20040068559). 

As per claim 1, Reiners et al. discloses a method for effecting controlled access to a 



^privileged account on a computer system[0020] logging into an account with a user id and an 




fjlfecjcount name[0034]; determining whether the account name is in a list of privileged account 
" i_ |and allowing access to the account if the account name is not in the privileged account 

list; determining whether the user id is in a list of user ids having permission to access privileged 

Mm 

c 9 |tints and allowing access to the account if the user id is in the list of user ids having 
permission to access privileged accounts[0109]; recording a reason for accessing the 
account [0020, 0021]; notifying a manager of the privileged account of the login[0034]; 

terminating the login; and notifying the manager of the privileged account of the login 

. J'' 

,| |iermination[01 16]. Reiners does not disclose recording keystrokes in a log file while logged 

l 

into the account. Shaw discloses recording keystrokes in a log file[0009, 0024]. It would have 

3 

I r 

ibeen obvious to one of ordinary skill in the art at the time of the invention to include Shaw's 

i> 

- recording keystrokes in a log file, with Reiners method of providing access control to account 
h such as internet banking accounts, the motivation to include recording keystrokes in a 
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j-log file is that recording keystrokes is a security measure for detecting unauthorized computer 
! usage, by monitoring users Internet activities[0007 of Shaw]. This method of Shaw is an 




efficient security measure for ensuring that banking account of Reiners are monitored for illegal 
aqtivity. 

II As per claim 2, Shaw discloses determining whether the log file[0029-0030] is tampered 
r(C with; and terminating the login in response to determining that the log file is tampered 

itn[0009]. It would have been obvious to include the terminating of the log file of Shaw with 



fillip 

'■nm 
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;wRpiiiers, Shaw discloses the log file contains all internet activity of a user, the motivation to 
jit- 
terminate the log file if tampering is detected, is that terminating the file based upon tampering is 

aij efficient method of deleting the file from corruption. 

Same Motivation as claim 2 above. As per claim 3, Shaw discloses denying write 
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: it 

permission to the log file after the step of terminating the login[0009]. 



■f; || 




As per claim 4, Shaw discloses recording keystrokes while accessing the account in a 

: ?r duplicate log file[0009, 0024]. It would have been obvious to one of ordinary skill in the art at 

illllll- 

e time of the invention to include Shaw's recording keystrokes in a log file, with Reiners 



Jthod of providing access control to account holder's such as internet banking accounts, the 

It 



otivation to include recording keystrokes in a log file is that recording keystrokes is a security 



^mjeasure for detecting unauthorized computer usage, by monitoring users Internet activities[0007 

Shaw]. This method of Shaw is an efficient security measure for ensuring that banking 
* 1 1 account of Reiners are monitored for illegal activity. 

As per claim 5, Shaw discloses determining whether the log file is tamped with; 
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r ; 
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terminating the login and transmitting the duplicate file in response to determining that the log 

if" 
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e is tampered with[0009, 0029-0030]. It would have been obvious to include the terminating 



of the log file of Shaw with Reiners, Shaw discloses the log file contains all internet activity of a 

■ •F 

1 i user, the motivation to terminate the log file if tampering is detected, is that terminating the file 

:|]| 

- based upon tampering is an efficient method of deleting the file from corruption. 

i 

8. 



As per claim 6, Reiners discloses an account manager[0034]. Reiners does not disclose a 
; :r Tog file. Shaw discloses a log file[see fig. 5 sheet 5]. It would have been obvious to one of 
jy skill in the art at the time of the invention to transmit the log file of Shaw to Reiners 
account manager, because the log file records all internet activity[0007], thus transmitting the log 



e po the account manager of Reiners insures that the account manager has a record of all 



^internet activity of a user in a file. 



As per claim 7, Reiners discloses entering a password in order to access the privileged 



account[0034]; determining whether the password associated with the user id matches the 
ii [Entered password; and permitting access only if the password associated with the user id matches 

rl'ij 

' ! the entered password[0 109]. 
|0. As per claim 8, Reiners discloses notifying the manager of the privileged account if the 



n 
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gin is not successful[0143] 

iiii 



Same Motivation as claim .5 above. As per claim 9, Shaw discloses compressing the log 

e .after terminating the login[0020, 0029-0030] . 
BI- 
AS per claim 10, Shaw discloses recording keystrokes while accessing the account in a 



Ifdiiplicate log file; deleting the duplicate log file responsive to a determination that the log file has 



not been tampered with[0009> 0029-0030]. ]. It would have been obvious to include the 
terminating of the log file of Shaw with Reiners, Shaw discloses the log file contains all internet 
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li ^ty of a user, the motivation to terminate the log file if tampering is detected, is that 
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terminating the file based upon tampering is an efficient method of deleting the file from 
corruption. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 



i examiner should be directed to Jenise E. Jackson whose telephone number is (571) 272-3791. 
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fT|ie examiner can normally be reached on M-Th (6:00 a.m. - 3:30 p.m.) alternate Friday's. 
If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
j|||iisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
IP!' Information regarding the status of an application may be obtained from the Patent 

•IIP 

^Implication Information Retrieval (PAIR) system. Status information for published applications 



may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

it 

I system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

! bystem, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

i 
ii 

jjike assistance from a USPTO Customer Service Representative or access to the automated 



information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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